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=3 SwenoH

KoMAneKcHan Ge3onacHocTe

1 O pykoBoACTBE

OTOT AOKYMEHT MPEACTABAIET CODOM PYKOBOACTBO AAMUHUCTOATOPA
AppChecker.

PYKOBOACTBO MPEAHA3HAYEHO AAS CAEAYIOLLIMX LIEAEM:

% MOMOYb YCTAHOBUTL M 3anyCTmtb AppChecker;
% PACCKA3ATb O POAIX M FPYMNAX MOAb3OBATEAEM;
% HAy4YUTb YNPABAATbL cepeepom AppChecker;

% PACCKA3aTb 00 MHTEMPALMM C CUCTEMAMM YIOABAEHUS BEPCUAMM.

PasaeAbl AOKYMeHTa

OTOT AOKYMEHT COAEPXKUT CAEAYIOLLIME PA3ZAEADI.
06wan uHdpopmauus (ctp. 4)

PasaeA coaepxumt onmcanme doyHkumm AppChecker 1 nepeyeHso
MUHUMAOABHBIX TPEDOBAHMI AAS KOMIMbIOTEPA, HO KOTOPbIM
yCTaHaBAMBaeTCa AppChecker.

YcTaHOBKa M 3anycK nporpaMmbi (CTp. 6)

PA3AEA COAEPXKUT UHCTPYKLMM MO YCTAHOBKE M 3AMYCKY MPOrPAMMGBI.
AamunuctpupoBaHue (crp. 10)

PasaeA COAEPXKUT MHADOPMALMIO O PABOTE C MOAL3OBATEAIMM, OO
YMPOBAEHMU CEPBEPOM, OO MHTETPALIMKM C CUCTEMAMM YMPABAEHMS
BEPCHUAMM M O MPOCMOTPE XYPHAAOB PABOTHI.
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Wuterpauus ¢ cucremamu Continous Integration (ctp. 27)

B pasaeAe COAEPXATCH CBEAEHMA O AODABAEHMM COYHKLLMM NPOBEPKM
KOAQ NpoAyktom AppChecker B npouecc coopkm npoektos B Cl-
cucrtemax Jenkins m Teamcity. PasaeA pAQCCYUTAH HA MOAb3OBATEAEMN YXKE
3HOKOMbBIX C AOHHbIMW Cl-CMCTEMAMM.

KoHCOAbHbIH KAMEHT (cTp. 36)

PaszAaeA COAEPXUT MHADOPMALIMIO O PABOTE KOHCOABHOIO KAMEHTA
AppChecker.

Noaaepxka (ctp. 39)

Pa3AeA COAEPXKUT MHADOPMALLMIO O TEXHUYECKOM MOAAEPXKKE
AppChecker.

F'noccapwmi (cTp. 41)

PA3AEA COAEPXUT ONPEAEAEHNE TEPMMHOB, BCTPEHAIOLLIMXCS B
AOKYMEHTE.

0 KomnaHuH (crp. 43)

PasaeA coaepXxut nHdoopmaumio 0 AO «HIMO «SLeAoH).
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2 06wasn uHpopmauun

AppChecker — ctatmyeckmm AHAAM3ATOP KOAQ, NMPEAHA3ZHAYEHHbIM AAS
NONCKO AEDEKTOB B MICXOAHOM KOAE MPUAOXKEHUIM, PA3PABOTAHHbLIX HA
C/C ++, C#, Java, PHP.

OyHKuUM

¢ MOUCK AECDEKTOB KOAMPOBAHMSA C MOMOLLLBIO MOCTOAHHO
OOHOBASEMOM OA3bI MPABUA M TEXHOAOTMM AHAAM3A MOTOKOB AQHHbIX;

% MOUCK MPOTPAMMHbIX 3AKACQAOK.

Mpeumywiectea

% nouck cabiLe 100 TMNOB AECJDEKTOB KOAMPOBAHMS;

% MOCTOSIHHOE MOMNOAHEHME BA3bI MPABUA MOMCKA ACJOEKTOB;

¥ MOAAEPXKKA KAaccuabumkaumm CWE;

¥ MPUMEHEHUE TEXHOAOTMM OHOAM3A MOTOKA ACHHbIX;

% BO3MO>XHOCTb MPOBOAMTb COBMECTHbIM AYAUT KOAQ HECKOABKMAMM
SKCNEPTAMM;

% TMOKA9 KOHAOUTYPAUMSE AHOAM3MPYEMbIX MPOEKTOB.
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CucreMHble Tpe6oBaHuUA
MNpoueccop 64-OUTHbIN INtel-COBMECTMMBbIN
OnepatMBHAA MAMATb 476
Xectkmm amck (CBoBOAHO) 306 (PekomeHayetca 100 I0)
MNopTbl USB nopTt AAg KAIOHG BE30MACHOCTH
NoaaepPXMBAEMbBIE BPAY3EPDI Internet Explorer 10+
Google Chrome 30+
Mozilla Firefox 25+
OnepaumoHHAd CUCTEMA Linux Ubuntu 14.04 Server LTS x64
Microsoft Windows 7 SP1 xé4
Microsoft Windows 8 x64
Microsoft Windows 10 x64
Microsoft Windows Server 2008 x64
Pa3pelueHmre 3KpaHa 1024x768 v BbiLLE
CpeAq BMPTYAAM3ALMM VMWare
Virtual Box
AonoAHUTeAbHOE 10 Software Platform .Net Framework
4.0

(Toabko AA OC Windows)
Java Runtime Environment 8 xé4

CodeMeter Runtime 4.5
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3 YcraHOBKa M 3anycK nporpammbl

AppChecker MOCTABASETCS C ANMAPATHLIM UAM MPOTPAMMHBIM KAKOHOM.

Mo HOAMYMKM AMNAPATHOIO KAKOYO BCTABLTE €ro B USB-nopt nepea
YCTOHOBKOM. [TPU MCNOAHEHUM MPOTPAMMHOTO KAIOHA AKTUBUPYUTE €0
MOCAE YCTOHOBKM (CM. MPUAOXKEHME).

3.1 YcraHoBka 4 3anyck Ha OC Windows

YCTAHOBUTbL (ECAM He YCTAHOBAEHO) Software Platform .Net Framework 4.0

3anycTuTe YCTAHOBOYHbIU PaA appchecker_setup.exe. Caeaymte
AQABHENLLIMM MHCTRYKUMAM, 4TODBI yCTAHOBUTL AppChecker.

3anycTtute caua start.bat, KOTOPbIM HOXOAMUTCA B AMPEKTOPUM YCTAHOBKM.

= CAWindows\system32\cmd.exe

Imainl
[mainl 32-hit servers don’t I bled by default. Fleas if you want durability.

2-bit hoat-dw

i1}

4 dbPath: “.r mon Alatars”. engine: “mmapel® ¥ temloy: { guiet: troe ¥ ¥

d
on a bd-hit operating
DE to

atasdiagnostic.data’

on port

Cepsep AppChecker byaeTt 3anyLLeH.

BBeauTe B aApecHoOU cTpoke Gpaysepa aspec Beb6-uHtepdenca
AppChecker, yka3aHHbIM B KOHCOAM.
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3.2 YcraHoBKa M 3anyck Ha OC Linux

Pacnakyute apxmB € NPOrpamMMoOun, MCMOAb3YS CACAYIOLLLYIO KOMAOHAY:
tar -zxvf appchecker.tgz -C mms_amupexTOopumn

YcTaHoBuTe nakeTbl openjdk-8-ire nam oracle-javas-installer, libgt4-core,
clang-3.5, mono-runtime, mono-devel, mongodb-server un gsettings-
desktop-schemas, MCMOAb3ya KOMAHAY:

sudo apt-get install umMsa nakera

3arpy3ute codemeter c camta paspadoTimka. AAg YCTOHOBKM NAKETA
CAEAYMTE MHCTPYKUMIM, MOUMBEAEHHBIM HO CAMTE.

3anycTtute dauna start.sh, KOTOPLIM HOXOAMTCS B AMPEKTOPMM YCTAHOBKM.
Cepsep AppChecker byaeTt 3anyLUeH.

BBeauTe B aApECHOM CTpoKe Gpay3epa aspec Beb6-uHTepdenca
AppChecker, yka3aHHbIM B KOHCOAM.
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3.3 YcraHOBKa M 3anyck B cCpeae BUpTyaAU3aLUH

AppChecker moxeT ObITb 3aMNYLLLEH B CPEAOAX BUPTYAAM3aumm VMWare 1
VitrualBox.

MmnopTupymnte obpas AppChecker doopmarta OFV B cpeay
BUPTYAAM3ALMM. 3ANYCTUTE BUPTYCAAbHYIO MALLUUHY U BbIMOAHUTE BXOA B
roctesyto OC.

AormH — appchecker. lNapoab — appchecker.

Ubuntu 14.04.2 LTS appchecker ttyl

AAs cucTembl BUPpTYyaAusauum VMware HeODXOAMMO NPOBPOCKTb MOPT
11000 BMPTYQABHOM MALLIMHBI, 4TOObI UMETb AOCTYN K AppChecker. AAd
3TOrO:

1. Y3Hawute IP-aApeC BUPTYAAbBHOM MALLMHBI C MOMOLLLBIO KOMOHADI
«ifconfigm.

2. Otkpowmre Virtual Network Editor 4epes nyHKT meHto «Edity.

3. Boibepute cetb Tmna «NAT) 13 MPEAAOXKEHHOIO CMMCKA U HOXXMUTE HA
KHOMKY «NAT Settings...n.

4. Hoxxmumre KHonky «Addy B pasaeae «Port Forwardingy.

5. Beeaute 3HaveHue «11000» B moAe «Host porty.

6. Beeaute IP-aapeC BUPTYAABHOM MALLMHDI, MOAYYEHHbIE HA LUAre 1, B
noae «Virtual machine IP addressy.

/. Beeaute 3Ha4yeHune «11000» B moae «Virtual machine porty. Hoxxmmre
(MMPUMEHUTL BCE MIMEHEHUAM.

AAs cucTembl BUpTyaausaumm Virtual Box AONOAHUTEABHAS HACTPOMKA
He TpebyeTcs.
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B KOpHE AOMALLHEN AUPEKTOPUM PACTOAOXKEH ADAMA start.sh A
3anycka cepeepa AppChecker.

BBeAUTE KOMAHAY Is AAS NDOCMOTPO AOMALLIHEN AUPEKTOPUMN.

3anycTtute start.sh Ard 3anycka cepsepa AppChecker.

BonauTte B 6paysep aapec Beb-uHtepcdenca AppChecker, yKa3aHHbIM
B KOHCOAM.

Ubuntu 14.04.4 LTS appchecker tiyl

. not specified. Using 11000,

SASDL 0 0, 011000
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4 AAMUHUCTPUPOBaHHUE

BeeAMTE AOTUH U MAPOAb AAG BXOAQ B AppChecker.

[10 yMOAYQHUIO AOTHH — admin, NApoAb —admin.

AppChecker NoAAPEXMBAET HOZHAYEHME POAEM MOAb3OBATEAIM.

AAMUHUCTPUPOBAHUE AOCTYMHO TOABKO MOAb3OBATEAIM C CUTEMHbIMM
POAIMM.

MoAb3oBaTeAb «adminy UmeeT PoAr «CUCTEMHBIM AAMUHUCTPATOPY U
CAAMMHUCTPTOP NPOEKTA. NMOAb30BATEAS «admMiny HEAb3S M3MEHMUTb MAM
YAQAMUTD.

3a boAee NOAPOBHOM MHGOOPMALMEN MO PADOTE C MOAB3OBATEAIMM U
POAIMM OBPATUTECH K MYHKTOM 4.1, 4.2, 4.3, 4.4, HOCTOALLLETO PYKOBOACTBA.

4.1 MNoab30oBaTeAu

AAg AOBGABAEHUSA, PEACGKTUPOBAHUSA U YAQAEHUS MOAb3OBATEAEH
BOCMOAb3YMTECH BKAOGAKOM «ITOAb3OBATEAMY.

MIMS MOAB30BATEAST MOXKET COAEPXKATH TOABKO AQTMHCKME OYKBbI, LIMQDPBI,
AECOUC, HUXKHEE MOAYEPKMBAHME.

[Monb3oBaTenu
Wma Leiicteue
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4.2 PoAu NOAb30BaTeAeH

AppChecker MO3BOAAET CO3AABATb POAUN M HAZHAYATb MX NMOAB3OBATEAAM.

POAb — T0 HODOP PA3PELLEHMM, COOTBETCTBYIOLLIMX TOMY, KAKUE AEMCTBMS
MOXET BbIMOAHSTb MOAb3OBATEAb. POAU AEASTCS HO CUCTEMHbBIE U
NPOEKTHbIE. PA3AMYMA MEXKAY CUCTEMHBIMM M MPOEKTHBIMM POAIMM
OMUCAHbI AGAEE B HOCTOALLLEM PYKOBOACTBE.

AAf AOGABAEHUSA, PEAAKTUPOBAHUSA U YACQAEHUS POAEU BOCTOAb3YMTECH
BKAQAKOM (YMPOBAEHUNE POASMM,

CucremHblie ponm

Ha3sanue ponu Oencreune

CUCTRMHREE AMUHUCTPATOD m —
[oGasuTt NPOSKTHYIO Poib

Haarauue ponu Neuctrue
i = B
Aymutop UZMEHUTE

AASl HA3HAYEHUS POAU MOAb3OBATEAID HOXKMUTE (Y MPABAEHUNE POAIMM) BO
BKAQAKE «[1OAb3OBATEAMY.

MNpaBa nonb3oBaTtensa "user1”
CuctemMmHbie ponu

Y NONL30BaTENA HET CUCTEMHBIX ponen

HobGaouTu Hooyio ponw: System administrator -

MpoeKTHble ponu

Y nonL30oDarena HET NPOCKTHLIX ponci

Nobanmis voryxo pone Projects admimstrator v ans npoekia - Bee npoexim ~ obasuTe
y1a g ) K ¥ A
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CucTeMHble pOAH

CUCTEMHBIE POAU COAEPXKAT CAEAYIOLLIMM HABOP PA3PELLEHUM:
«YNPABAEHME CEPBEPOMY, (Y MPABAEHME MOAb30BATEAIMIMN M (CO3ACHME
NpoeKTay.

PaspelueHune «¥YnpaBaeHue cepBepoM)) MNMO3BOAIET BbIKAIOYATL CEPBEP,
CO3AQBATH U PEACKTUPOBATL LLIAOAOHbBI CUCTEM YMNPABAEHMS BEPCUIMM
(CYB), a takke npoCMATPMBATL XXYPHAAbI pABOThl CEPBMCA M OLLMOOK
cepsmca. lNMoapobHee npo cepeep AppChecker, NpPo MHTErPALMIO C
LLUABAOHAMM CYB 1 NPO XXYPHOAbI pABOTbI CMOTPUTE B NMYHKTAX 4.6 — 4.10
AQHHOTO PYKOBOACTBA.

PaspelwueHune «YnpaBAeHUE NOAb30OBATEAAMMU) NMO3BOAIET AOOABAATD,
PEACKTUPOBATH M YACAATb MOAB3OBATEAEM, UX POAM U TPYMMbI.

PaspeweHune «Co3AaHUE NPOEKTAN NMO3BOAJIET CO3AOBATb HOBbIM MPOEKT B
cucteme. lNMoapobHee Npo AOOABAEHME MPOEKTA CMOTPMUTE MYHKT 4.5.
AQHHOTO PYKOBOACTBA.

B AppChecker npeAyCTAHOBAEHbI ABE CUCTEMHbIE POAU. POAb «CO3AQHME
MNPOEKTOB) MMeEET paspeLueHune «Co3aaHue NpoekTayn. POAb «CUCTEMHbIM

AAMUMHUCTPATOPN MMEET MAKCUMAAbHbIM HODOOP pa3peLleHi. Ee HeAb3d
M3MEHUTb MAM YAQAUTD.

[obaBuTe CUCTEMHYKD PONb

HazeaHue ponu

PazpeweHnua [] ¥YnpasneHue cepeepom
[C] ¥npaenesune nons3osaTensamm
[[] Coaganne npoekTa

OTMEHWTE CoxpaHuTe
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lpoekTHbie poAu

[P OEKTHbIE POAM OAEPXKAT CACAYIOLLIMKM HODOP PA3pELLEHUM:
«YNPABAEHME NPOEKTOMY, «3AMNYCK NpoeKkTay, «(PaboTta ¢ AedoeKTammy 1
«MpOCMOTP MPOEKTAN. YKAXUTE NPOEKT MNP HA3HAYEHMM NPOEKTHOMU
POAU. TAK XXE MOXHO CO3AQATHb MPOEKTHYIO POAb, KOTOPAS
PACNPOCTPAHIETCS HA BCE MPOEKTbl B CUCTEME.

[106aBUTL NPOEKTHYO Ponb

Hassanue ponu

Paspewenua [ YnpaeneHue npoekTom
3anyck npoekTa
Pabota c gedektamu
MpocmoTp npoekTa

OTMeHUTL

PaspelueHue «YnpaBAeHUe NPOEKTOM) MO3BOASET YACAATb MPOEKTHI.

PaspelwueHune «3anycK NpoeKTan NMo3BOASET 3AMYCKATb MPOEKT HO HOBOE
CKOHMPOBAHME U 3ArPY>KATb HOBbIE BEPCHM MCXOAHOTO KOAQ.

PaspeweHue «Padbota c AedpbekTammn No3BOAIET M3MEHATb CTATYC
Aedoekrq.

PaspeweHue «MpocMoTp NpoeKkTan NO3BOASIET MPOCMATPOMBATL OTHETHI
npoekTa.

PaspelueHms «3anyck npoektay, «<Padota ¢ aAedpektammy, m
«YNPABAEHME NMPOEKTOM) AOCTYMHbI TOABKO MPU BbIDOPE PA3PELLEHMS
«pocMOoTp NpoekTan.

AENCTBMSA, AOCTYMHbIE MOAb3OBATEAIM C MPOEKTHIMM POAIMM, MOAPOOHO
OMMCAHbI B PYKOBOACTBE [1OAB30OBATEAS.

B AppChecker npeAyCTAHOBAEHbI YETbIPE MPOEKTHbIE POAM.
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PoAb (tHOBDAIOAQTEAB)Y MMEET pa3peLLeHme «ITpOCMOTP MPoeKTAn. POAb
(CAYAUTOPY MMEET paspeLLeHme «[poCMOTp NpoekTan U «PaboTta C
AedpekTammy. POAb «PaspaboTimky nmeeT paspeLueHms «lpoCcmoTp
NpoekTay, «(PaABOTa C AedhekTammy 1 «3anycK MpoekTan. POAb
(AAMUMHUCTPATOP MPOEKTAN UMEET MAKCUMOAbHBIM HODOP PAa3peLLUEHUM.
Ee HeAb3q U3MEHUTb MAM YAOAMUTD.

4.3 pynnbl noAb30BaTeAei

AppChecker no3BoAgeTr 0OObeEANHATb MOAb3OBATEAEM B TPYMMbl. POAU
MOAb30OBATEAN CKAQABIBAKOTCA M3 CODCTBEHHbLIX POAEM. A TAKXKE 13 POAEU
roynn. B KOTOPbIX OH COCTOMUT.

AAS CO3AAHUSA rpyNnbl HAOXKMUTE (AOOGABUTb FPYNNy» BO BKAGAKE «pynnbl
MOAb3OBATEAEM).

M4 TPYMNMbl MOXET COAEPXKATb TOABKO AQTMHCKME OYKBbI, LMAOPHI,
AECPUC, M HUXKHEE MOAYEPKMBAHME

AA AOGABAEHUSA NOAb3OBATEAS B IPYNNY HOXKMMUTE (YMPABAEHME
rPynnammy BO BKAGAKE «TTOAb3OBATEAM.

[pynnbl nonb3oBaTenen

Nobaeuts rpynny
Wmn OeiictEne

AAS HA3HOYEHUS POAU FPyNNe HOXMMUTE (YMPABAEHUE POASMMY) BO BKAOAKE
«Fpynnbl MOAb3OBATEAEM).

NMpaea rpynnel none3osarenen "prj1"

CucrtemMHble ponu
Y rpynnbl HET CHCTEMHBIX ponen

NobasuTb HOBYIO ponk: System administrator v

[MpoekTHble ponu

V rpynnel HET NPOSKTHLIX ponei

Nobasute Hoeyio pone: Projects administrator v gna npoexkra: Bce npoektel v
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4.4 Npumep paboTbl ¢ NOAL30BATEAAMH, POAIMM M Fpynnamu

MpeANOAOXMM, B KOMMNAHKU PABOTAIOT CAEAYIOLLME COTPYAHUKM:

% CUCTEMHBIM AAMUHUCTPATOP;
% AAMUHUCTPATOP MNPOEKTOB;

% ABQ AyAUTOPQ;

% ABQ paA3pAbOTYMKA.

Beaetca paboTta HOA ABYMS MPOEKTAMU. AAMUMHUCTOATOP MPOEKTOB
CO3AQET NPOEKTbI U KOHTPOAMPYET PABOTY PA3PABOTIMKOB. AYAUTOPDI
NPOBEPSIOT MPOEKTLI. [MepBbi PA3PADOTYMK PABOTAET HOA MEPBbLIM
MNPOEKTOM, BTOPOM — HOA BTOPbIM. POCCMOTPUM AEUCTBUI CUCTEMHOTO
AAMUMHUCTPATOPA B AOGHHOM CUTYALLUM.

Cos3aanTte noabzoBaTeAs «Project_ Managem AAS QAMUHUCTPATOPA
MNPOEKTOB. AAS DTOTO BO BKAQAKE «ITOAB3OBATEAM) HOXKMUTE (AODABUTH
MOAb3OBATEAM. BBEAUTE MMS MOAB3OBATEAST M NAPOAL. Haxkmumte «OK.

[obaeneHune NnonsL30BaTens

WmA nonkzoearens Project_manager

Napones

OTMEHUTE [NobasuTe

Ha3Ha4ybTe noAb3oBaTeAlo «Project_ Managermn poAu. AAd meHeaxepa
PEKOMEHAYETCH HA3ZHAYUTL POAb (AAMUMHUCTPATOP MPOEKTAY, A TAKXKE
HA3HQAYUTb CUCTEMHYIO POAb «CO3AAQHME MPOEKTOBY).

YTO0Obl HA3HAYUTb POAb (AAMUHUCTPATOP NPOEKTAN BO BKAOAKE
(IOAB3OBATEAM) HOXMMUTE (Y TMPABAEHUE POAIMM) HAMPOTUB MOAb3OBATEAS
«Project_Managem. B pasaeae «1poeKTHble POAMY BbIDEPUTE POAb
(AAMUMHUCTPATOP MPOEKTAN AAT BCEX MPOEKTOB U HAXKMMUTE AODOBUTH.
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=3 SwenoH

KOMAMEKCHAR BE30NacHoCTh
YT0Obl Ha3HAYUTL POAb (CO3AAHUE NPOEKTOB) BO BKAOAKE ([TOAB3OBATEAM)
HOXKMUTE (Y MPABAEHUE POAIMM) HAMPOTUB MOAb3OBATEAS
«Project_Managen. B pasaeae «CUCTEMHbIE POAMY) BbIDEPUTE POAb
«Co3A0HME MPOEKTOB) U HAXKMUTE (AODABUTLY.

[NMpaBa nonb3oBarensa "Project_manager”
CucrtemMHble ponu

Hasganue ponu [encreue

Coznatue npoexTos yaanuts

[105aBuTb HOBYIO porb: {CucTeMHbm agMUHICTpaTop ¥
MpoekTHble ponu

Hasgaume ponu Ha3zeauue npoekta [eictemne

AnmMuHUCTPaTOp NpoeKTa Bce npoekTel yaanuTs

[obaeuTb HOBYIO ponk: f’Pa3pa6OTNMK v | AnA npoexTa: | Bce npoekThl =

Cosaaunte noabzoBaTteAen «Auditor_1» u «Auditor_2» AAg ABYX QYAUTOPOB.
Co3aaHme noab3oBareaen «Auditor_1» n «Auditor_2» npomcxoamt
OHOAOTMYHO CO3AQHMIO MOAB3OBATEASR «Project_Managen.

CosaanTte rpynny «Audith A9 ABYX QYAMTOPOB. AAR 3TOTO BO BKAGAKE
«[PYMMbl MOAB3OBATEAEM) HAXKMUTE (AODABUTL rOYMMNY).

[pynnbl nonb3oBaTenemn

Ipynna ycneuro gobasnena

[oBasute rpynny
Wma Heuncreue

Aob6aBbTe noAb3oBaTeAen B rpynny «Auditn. B rpynnbl pekoOMeHAyeTCH
OObEAMHATb MOAB3OBATEAEN, PADOTAIOLLIMX HOA OAHUM NPOEKTOM MAMU
OOACAQIOLLMX OAMHOKOBBIM HODOPOM paspeLLeHn. AAg rpynnbl «cAudity
PEKOMEHAYETCH AOOOBUTb MOAb30OBATEAEM (Auditor_1n 1 «Auditor_2».

Y1061 AOGABUTL NOAb3OBATEAEM B rpynny «Audity BO BKAGAKE
(IOAB3OBATEAMY HOXMMUTE (Y TMPABAEHME TRYMNMAMMY) HAMPOTUB HY>KHOTO
NOAb30OBATEAS, BbIOepUTE rpynny «Audit) M HOXKMUTE (BKAKOYUTLY.

|
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YnpasneHue rpynnamu nons3osareng "Auditor_1"

Hazeanue rpynnet Nenctene

Audit WCKIEQUUTL M3 rpynnk

HasHa4ybTe poAM rpynne noAb3oBaTeAen «Audity. Mpu HA3HAYEHMM POAM
roynne NoAb3OBATEAEM POAb MPUCBOUTCS KODKAOMY MOAb3OBATEAIO,
COCTOSLLLEMY B rpynne. AAs rpymnnbl AyAMTOPOB PEKOMEHAYETCS HA3ZHAYMTb
POAb (AYAUTOPY AAS BCEX MPOEKTOB.

YTO6bI HA3HAYUTbL POAb HAYAUTOPN BO BKAOAKE «[PYMNMbl MOAL3OBATEAEM)
HOXKMMTE (Y TNPABAEHUE POAIMIM)Y HAMNPOTUB rpynnbl «Audity. B pasaeae
(MNP OEKTHbIE POAM) BbIBEPUTE POAb (AYAUTOPN AAS BCEX MPOEKTOB U
HOXKMUTE (AOCOABUTH).

[NpaBa rpynnel none3oatenen "Audit”

CUCTEMHbIE ponun

¥ rpynnsl HET CUCTEMHLIX ponei

NobaeuTe HOBYIO pOnb: iCHn’T'I'F!MHhIﬁ AMUHHCTRATOR ¥ I

[poeKTHbIe ponu

Y FPYNNLL HET NPOSKTHRIY Pponai

ToBaenTe HoByID ponk: :'ﬂy;m'rop v | anA npoexTa: :Bce NpoekTE! v |

Cosaaunte noabzoBaTteaen «Developer_1» u «Developer_2» Arg ABYX
Pa3pPAboTIMKOB. CO3AAHME NOAb3OBATEAEM (Developer_1» n «Developer_2»
NPOMCXOAMNT AHAAOTMYHO CO3AQHMIO MOAB3OBATEAEM (Project_managen,
«Auditor_1» m «Auditor_2».

HasHaubTe poAu noAb3soBaTeAaM «Developer_1» u «Developer_2»n. AAs
NOoAb3oBATEAS «Developer_1» pekoOMeHAYETCH HA3HAYUTL POAb
«Pa3paboTimK) AAS MEPBOTO MPOEKTA, A NOAb30OBATEAID «Developer_2» —
POAb «PA3pABOTIMK) AASL BTOPOIO NPOEKTA.

YTO0Obl HA3HAYUTL POAb (PA3PABOTYUKN AAT KOHKPDETHOIO MPOEKTA BO

BKAQAKE «([TOAB30OBATEAM) HOXKMUTE (Y TIPABAEHUNE POAIMMY) HAMPOTMB

HY>XHOTO MOAb30BATEAS. B paszaene «[1pOeKTHbIE POAUY) BbIDEPUTE POAb
|
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«Pa3paboTtymky, BbIOEPUTE HYXHbIM MPOEKT M HOXKMUTE (AOOABMUTHY.

[Monb3oBaTenu
Uma Newncreue
ynpawleuue rpynnauu wm CMEeHUTL napms

NocAe AEMCTBUIM, MPUBEAEHHBIX BbILLE, AAMUHUCTPATOP MNPOEKTA MMEET
paspelLLeHns «Co3aaHME NPOoeKTa, «YMPABAEHME NPOEKTOMY), «[TPOCMOTP
NpoeKkTay, (PABOTA C AECPEKTAMM) U «3AMYCK NPOEKTA.

AYAUTOPbI OObEAMHEHDI B TPYMNY U MMEIOT paspeLleHms «lMpoCMoTp
NpPoOeKTan 1 «(PABOTA C AEJOEKTAMMY.

MepBbii PA3PABOTIMK MMEET PA3pALLLEHMS «[TPOCMOTP NpoekTay, «Padota
C AECPEKTAMMN U «3AMYCK MPOEKTAN AAT PABOTbI C MEPBLIM MPOEKTOM,
BTOPOM PA3PADOTYIMK MMEET OHAAOTMYHbIE PA3PELLUEHMA AAS PADOTbI CO
BTOPbIM MPOEKTOM.

[NpaBa nonk3oBartens "Developer 1"

CucTtemHble ponn

¥ Nonk20BaTENa HET CHCTEMHLLX PoOnsi

[NoGaBnTs HOBYHO ponk: |CucreMHb||‘| agmunmcTpartop v | TN

MpoeKTHbIe ponu

Hazeauwe ponu Haapanue npoekTa HencTene

PaapaBotuuk Project1 YAAMUTE

[lobaruTs HOByIO ponk: | PaspaBotumk v |,£Ll1ﬂ npoexTa: |Prujec11 L8l nobasuTs
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4.5 NobaBAeHHE NPOEKTOB

Haxkmmte «AODABUTL MPOEKT) B BEPXHEM AEBOM YTAY. B MOSBMBLLEMCS OKHE
BBEAMTE MM MPOEKTA.

MM$ MPOEKTA MOXET COAEPXKATb TOABKO AQTUHCKME OYKBbI, LMADPSI,
AEAOUC, HAXKHEE MOAYEPKMBAHME M TOYKY

Haxxmumte «AOOABUTLY.

[oGaeneHue npoekTa

Haseakne ‘ Project1| ‘

OTMEHWTE NoGaenTs

3arpyanTte npoekt B AppChecker, HOXXaB «Bbibepumte doaman. 3arpyska
NPOEKTA HOYHETCH ABTOMATUYECKM. AOXKAMTECH OKOHYAHMA 3ArPY3KM.

3arpyska ucxogHblX TekcToB npoekta "Project1”

[ng C/C++ NPOEKTOR TPEBYETCA JONONHHUTENEHAR KOHMHIYPaLNA.
MepeiTi Ha CTPaHWLLY 3arpy3KM YTUINMT M MHCTPYKLMKM NO KOHMDUIYPUPOBAHHIO.

3arpyauTe zip-apXME ¢ NCXOOHBIMM TEKCTaMW NTMG0 apXUE, NOMY4eHHEIA B pesyneTaTe
KOHGUIYPUPOBAHNA NPOEKTa YTUIUTaMK.

T 0 LT MM NepeMecTuTe (ain Ha opmMy
| |

AAQ MPOEKTOB, HOMMUCAHHbLIX HO C/C++, TpebyeTcd AOMOAHUTEABHAOS
KOHCDUIYPAUMSA AAR YAYHLLUEHMS KAYECTBA AHAAM3A. 3a BoAee NoOAPOBHOMU
MHADOPMALMEN HOXKMUTE (IlepenT HA CTPAHMLLY 3ArpPy3KMU YTUAUT U
MHCTRYKLMM MO KOHAOUTYPUPOBAHUION.

AAS YACQAEHUS MPOEKTA HAXKMUTE KHOMKY (YACQAUTb MPOEKT) B MPOBOM
HXKHEM YTAY.
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3anycTuTe aHAAU3 NPOEKTA, HOXKAB «3AMYyCTUTb AHAAM3Y.

CTaTM4EeCKMM QHAAM3 BYAET 3AMYLLLEH.

Cratudeckun aHanms npoekra "Test1"

BbINOMHEHNE CTATUYECKOMD aHann3a 3

4.6 YnpaBAeHHe cepBepoM

AppChecker no ymoaA4aHmio ncroabsyet nopt 11000 aAAg 3anycka BeO-
cepsepa.

MK HEOBXOAMMOCTU HOCTPOMKM CEPBEPA MOXHO M3IMEHUTb (CM. MYHKT
4.7 AOHHOTO PYKOBOACTBQ).

PaBoTaTth C CEPBEPOM MOXHO HEPE3 MHTEPTDEMC MAM HEPES KOHCOABHOE
NPUAOXKEHME.

OOBLLLYIO MHADOPMALMIO O CEPBEPE MOXKHO MOCMOTPETb BO BKAOAKE
«YMpAaBAEHME CEPBEPOM) B BED-MHTEPdDEMCE. TOK XXE B 3TOU BKAOAKE
MOXHO BbIKAIOYMTb CEPBEP.

AAS BbIKAIOYEHUS cepBepa HOXXMUTE «BbIKAIOYMTL CEPBEPY B PA3ZAEAE
«YNPAOBAEHME CEPBEPOM).

AAs BKAIOHEHUA cepBepa 3anycTmte doauna start.bat ans OC Windows u
start.sh aArg OC Linux 1 AA9 BUPTYOAbHOM MAOLLIMHBI.

YnpaBneHue cepBepom
MHdopmauums o cepeepe

Bepecusa: 1.9.20
OnepauuoHHas cucTema: Linux (3.16.0-30-generic amd64)
Bpems cTapTa cepBepa: 9 uioHa 2016 1, 15:39:41
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4.7 Hactpo#ika cepBepa

HacTpoute cepsep AppChecker 4epe3 KOHGUIYPALMOHHbBIM GOAMA
default.ini, pACNOAOXEHHbIM B AMpeKTOpMM config.
OnucaH1e napameTpoB

fpynna napameTpos [analyzer] onmcbhliBOET ONLMM jAVA-MALLIMHbI NPU
3arMnycke aHAAM3ATOPA.

MNapameTp OnucaHue 3HAYEHME MO YMOAYAHMIO

javaopts AOTOAHUTEABHbIE MAPAMETPLI AAS JVM OTCYTCTBYET

fpynna napameTpos [hitps] onucbiBOeT HAOCTPOMKKM hitps-MPOTOKOAQ.

MNapametp OnucaHue 3HAYEHME MO YMOAYOHMIO
enabled AOMOAHUTEABHbBIE NAPAMETPLI AAT JVM | false

keystoreFile QOCOAIOTHBIM MYTb K GOAMAY-KAIOYY OTCYTCTBYET

keystorePass NAPOAb OTCYTCTBYET

keystoreType TMN OAMAC-KAIOYA OTCYTCTBYET
keystoreProvider | HOUMEHOBAHME MPOBAMAEPC OTCYTCTBYET

keystoreAlias AOAMAC CepBepPa OTCYTCTBYET

lpynna napameTpoB [mongo] onmchIBOET HACTPOMKM AOCTYNA K 6a3e

ACQHHDbIX.
MNapametp OnucaHme 3HAYEHME MO YMOAYOHMIO
login AOTWH. MOXET OTCYTCTBOBATbL. B 3TOM OTCYTCTBYET
CAy4YQ€Ee ABTOPM3ALUSA HE MCIMOAb3YETCH.
password NAPOAb. AOAXKEH NPUCYTCTBOBATH, OTCYTCTBYET
€CAM €CTb AOTUH.
dbName M3 ©QA3bl AGHHbIX appsec
server ip-aApec cepeepa 127.0.0.1
port MNopTt cepsepa 27017

Fpynna napameTpos [rest] onmcbiBOET NApPAMETPLI PADOTHI CEPBMCA

MNapametp OnucaHme 3HA4YEHME MO YMOAYAHMIO
host aApec cepsmca 127.0.0.1
port nopT cepsBmca 11000
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Mpumep daiina

[rest]
host=127.0.0.1
port=11000

[analyzer]
javaopts=-Xmx2g

[https]

enabled=true
keystoreFile=/home/user/ssl/keystore.pl2
keystorePass=Seclabl234
keystoreType=PKCS12
keystoreProvider=SunJSSE
keystoreAlias=tomcat

[mongo]
login=dbuser
password=12345
dbName=rest
server=127.0.0.1
port=27017

4.8 MoaxaoueHue https

Kyrute MAn CreHepUpymTe KAKOYU AAS MCTMOAb3OBAHMS hitps.

YKkaxuTte B KOHpUrypaumoHHoM cbanae rpynny napameTpos hitps.
OBpaTtnTe BHUMAOHME, YTO AAG keystoreFile HeOBXOAMMO YKA3ATb
QOCOAIOTHbIM MYTb.

[lepe3anycTmre cepsuc.

4.9 WUHTerpauua c cuctTemamMmiu ynpaBA€HUA BepCUAMM

AppChecker NoAAEP>XXMBAET 3ATPY3KY MCXOAHbBIX TEKCTOB C NOMOLLLbIO CYB.
[10 YMOAYOHUIO YCTAOHOBAEHbI LLUIAOAOHbLI CYB gif, svn 1 mercurial.
AAMUHUCTPATOP MOXET AODABAATb, PEACKTUPOBATb M YAQAITb LLUAOAOHbI.
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AAd PABOThI C LULOBAOHAMM BOCMOAb3YMTECH BKAOAKOM (LLIGBAOHBI KOMAHA,
CYBn.

LLIabrnoHbl komaHa CYB

KomaHgbt YCnewHo npoTecTUpoBaHbl

Hazeauue wabnouna LlabnoHbl komaHab! Heincrene

mercurial Komanaa ana uHuumanuaagun: hg clone {url} .

Komanaa ana obroenenna: hg pull && hg update
KomaHaa ana npoeepku: hg version

KomaHaa goctynHa

git KomaHnaa ana uanuynanusayun: git clone {url} —branch {branch} .
KomaHaa ana OGHOBHEHMHE git pyll origin {branch}
Komanaa ana npoeepku: git version

KomaHga goctynHa

svn Komanaa ana uanymanuaaumn: svn checkout {url}

Komanaa Ana obHoBneHuA: svn up('jate LT yAanuTE
KomaHaa AnA npoBepku: svn -—-version

KomaHga goctynHa

AAS CO3AAHUA WWABAOHA HOXXMUTE «CO3AATb HOBbIM LLIOGOAOH.
AN PEAQKTUPOBAHUSA LUAGAOHA HOXKMUTE (M3MEHUTDLY.
AN yAQAEHUSA WHABAOHA HOXKMUTE «Y ACAUTB).

KQXXAbIM LLUABAOH CUCTEMbI YIIPOBAEHMS BEPCUAMM BKAIOYAET B CEOS TOU
KOMOHAbI:

1) KoMmaHAQ AAS UHULLUAAU3IALLUMA.

AQHHOS KOMOHAQ BbIMOAHIETCH EAMHOXAbLI MOCAE CO3AAHMUS MPOEKTA.
Mpommepbl KOMAHALI: git clone, svn checkout.

2) KoMaHAQ AA OGHOBAEHUSI UICXOAHBIX TEKCTOB.
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AQHHAOS KOMOHAQ CAYXMT AAS MOAYHYEHUS HOBbIX BEPCUMIM MCXOAHbBIX OOMAOB.
Mprmepbl KOMAHALL: git pull, svn updafte.

3) KomaHAQ AAS NPOBEPKU AOCTYMHOCTM.

AQHHAS KOMOHAQ MpoBepPIeT AOCTYNHOCTb CYB. MNprmepbl KOMAHABL: hg
version, svn —version.

KOMAHAQ AAS MPOBEPKM AOCTYMHOCTU BbIMOAHIETCS MNPU 3ArpysKe
CUCTEMBI, MPU M3MEHEHMU KOMOAHABI UAM C MOMOLLLBIO JOYHKLLMM
«MpoTecTMpOBATb LLUADAOHbBI KOMOHAY BO BKAGAKE (LLIOGBOAOHBI KOMAHA
CYB».

ECAM KOMQAHAQ BbIMOAHMAQCH YCMELUHO, TO AOHHbIM LLIOOAOH MOXHO DyAeT
MCMOAb3OBATL MPW CO3AAHUM MNPOEKTA.

ECAM KOMOHAQ BLIMOAHMAOCH HEYAQYHO, TO AGHHbIM LLUADAOH DyAeT
CYUTATBCH HEAKTUBHBIM U HE BYAET OTODPAXKATLCH MPU BbIBOPE METOAC
3ArPYy3KM MCXOAHBIX OAMAOB.

KOMOHAQ AAS MPOBEPKM HEODI3ATEABHA — B CAY4AE €€ OTCYTCTBMS
LLIOOAOH BYAET CYMTATLCH AKTUBHbBIM.

AAS KOMOHA MHULIMAAM3ALUMKM M1 OOHOBAEHUA MCXOAHBIX TEKCTOB MOXHO
30A0Tb NepeMeHHbIe, 3HAYEHMSA KOTOPbLIX MOAb3OBATEAL MOXET BBECTH MPU
CO3AQHUU MPOEKTA. [IPUMEPDLI TOKUX MEPEMEHHDBIX — AAPEC CEPBEPQ,
HA3BAHME BETKM U T.A. [lepeMeHHas 000pPAYMBAETCH COUMNYPHbBIMM
CKOBOKAMM.

MNpumep komaHabl: git clone {url} --branch {branchj}.

B AQGHHOM CAYy4YQ€E 30AQHbI ABE MEepPeEMEHHbIE - url 1 branch, nx s3HavyeHne
YKQO3bIBOET MOAb30OBATEAL MPM CO3ACHMM MPOEKTA.
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4.10 Xypxan pa6orbl

AA MTPOCMOTPA XXYPHAAQ OBPALLLEHUI K CEPBEPY U XKYPHOAAC OLLIMOOK
BOCMOAb3YMTECH BKAOAKOU (OKYPHOAbBI PAOOTb. AOTM XPAHITCS B
ampekTopmm data/logs.

XKypHaA 0OPALLEHMM K CEPBERY PETMCTPUPYET BXOAILLIME 3AMPOCHI.

YKypHan obpalleHui k cepsucy

Access log
192.168.2.28 [28/3u1/2006:10:27:10 0300] “GET /cgi bin/try/ HTTP/1.8" 206 3395
127.0.0.1 - - [28/Jul/2006:10:22:84 -0308] “GET / HTTP/1.0™ 20@ 2216

XYPHOA oLLMBOK pernctpupyet cboun B pabote CUCTEMbI.

KypHan owmnbok

Error log
[Sat Aug 12 @4:85:49 2886] [notice] SIGHUP received. Attempting to restart
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5 Wxterpauus ¢ cuctemMamu Continous
Integration

Cka4yauTe yCTAHOBO4HbIE NAArMHbl AAS MHTErpaumm AppChecker ¢ Cl-
cuctemamm Jenkins u Teamcity. Aag a1oro sanyctute AppChecker i1
3aMAUTE HA BKAAGAKY «O nporpammen. BoibepumTte OAHY M3 CChIAOK,
BbIAEAEHHbIX HO pUCYHKe. CKAQYMBAHME MAATMHA HAYHETCH ABTOMATUYECKM.
[P HEOBXOAMMOCTM MOBTOPUTE AENCTBUS CO BTOPOM CChIAKOM.

YTUNWTBI, BCNOMOraTenbHble CKPUNTBI U UHCTRYKLUK

HacTpoiika napcepa C/C++ (PDF)
KOHCOMBHBIA KNHEHT

MnarmH 4nAa Jenkins/Hudson
MnarvH ana TeamCity
YTUNKUTa NOAMOTOBKM KOHGUIypauuk cppconf_linux (4ns npoekTos, cobuparowuxca B cpede Linux)
OBG&pTka AnA gee/clang (gee_conf.sh)

O0&pTka AnA g++/clang++ (g++_conf.sh)

YTUNKUTa NOAMOTOBKM KOHMMIypaLuu cppconf monitor (Ans NpoekTos, cobupalowmMxca B cpene Windows)
YTUNMTA NOATOTOBKM KOHUIypaUMK cppeonf_source (KoHUrypauua 6es cGopkM)

5.1 Unrterpauus ¢ Cl Jenkins

3anyctute Cl Jenkins. B oTkpbIBLLEMCS OKHE Bpay3epa BbiIGepuTe MnyHKT
meHIo «tHactpouTb Jenkinsy.

# Jenkins

Jenkins

% Co3gats Item

‘. Mo Bce +

— S W Name |
= WcTopua cOopok =
e Appchecker
|’ HacTpouTe Jenkins
i3 .
#. Credentials @ —
9 ;
Oyepenk cbopok = @ ,
Quepenb cbopok nycTa N

3nauok: SML
Cocroanue cbopumkoB =

= macrep

1 B omugaHum
2 B owugaHuu
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Ha HoBOM CTpaHMLE BbiGepuTe «YnpaBAeHMe NAArMHamMmy)

'Q:i * KoHdury pupoBaHie cucTEMbI
) KoHdury puposats rnobankHeIe HAC TPORKK W NMyTH.

Configure Global Sec urity
Secure Jenkins; define who is allowed to access/use the system.

e
:\!f Configure Credentials
Configure the credential providers and types

ﬁ i [epeunTate HacTpoiku ua daiina

OTMEHWTE BCE 3arpyMeHHbIE JaHHbIe B NaMATH M NepeduTaTs Bee W3 dpaiinosoii cucTemul. MNonesqo B ciyyae, ecnu Bel MoguduUMpoBani (ainkl HAac TPOEK BPYYHYHD.

Ynpaenexwe nnaruHamm
NoBaBuTe, yAaNWTE, BEIKMIOUYWTE WK BKIMKYKTE NNarkHLl, paclUMprRoLMe dyHKUMOHOHaNbHEE BoaMaxHoc TH Jenkins. (JlocTynHel cBHOBNEHHA)

MokasblBaeT BCEBOIMONHY K MHDOPMALMIO O CPEAEe OKPYMEHUA AMA NOMOLYM B pelleHMn npobnem.

|. CucTemHan MHQDQME{I:MH

B TekyLLen BKAOAKE Bpay3epa OTODPA3UTCA HOBAS CTPAHMULLA. HO 3TOM
CTPAHMULLE NEPEUAUTE HA BKAGAKY (AOMOAHUTEABHON 1 HAUAUTE PA3AEA
«3arpy3uTb NAArMH). Haxxmute KHorky «Boibepute camnan. MossmTcs
AMOAAOTrOBOE OKHO OTKPbITUS doamAaa. HanauTe paHee CKA4YEHHbIM NAAIrUH U
3arpysuTe ero Ha CAmT, HOXKAB HA KHOMKY «3Arpy3mTb.

3arpysuTb nnaruH

3neck Bel Mo#ETE yCTAHOBWTE NNArMH He W3 LEHTPANLHOMD PENO3WTORPKA, 3arpyaue hpi-hain

Daiin: | Beibepute dhain | ©ain He eeibpan

Nepesanycture Cl Jenkins B 6pay3epe C MOMOLLLbIO KOMAHADI

http://localhost:8080/jenkins/restart.

OTKpounTe AtoOOM CYLLLECTBYIOLLMIM APOEKT MAM CO3AQMTE HOBBIN.
OTKpoUTE CTPAHULLYY NMPOEKTA. B MEHIO NPOEKTA LLEAKHUTE AEBOM
KHOMKOM MbILLIM MO NYHKTY «HacTpoukmn.
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Jenkins Appchecker

# Ha rnaexyio

O, crarye Mpoekt Appchecker
T} M3meHeHHA

{; COopoyHas AUpeKTopUA

-,;_) CoBpaTb cefvac KOchHrypau,uu

(8 ¥nanute Multi-configuration project

P default

MocTosHHbIE CChINKK

- MWeropua cbopok TpeHs =

#50 A e e » Mocnenwan cbopra (#50). 4 mecAua 4 A Hasan
@ #50 S S » [locnennan cTabunenan cbopka (#49). 4 mecrua 4 nHA Hasan
@ #49 8.01.2017 180 « [ocnenwss venewnan cBopra (#49) 4 mecaua 4 nHA Hasan

» [ocnennan npesanuelianca cOopra (#21). 10 MecAleB Hasan

o #48 « Last unsuccessful build #22). 10 mecAues Hasan
@ 47
@ 248
@ 245
o #44
s #43

Ha OTKPbIBLLEMCS CTPAHMLLE HAUAUTE KHOMKY BbIMAACIOLLLETO MEHIO
«Aob6aBuTb Wwar c6opkun. LLLeAKHUTE Ha Hee. B NOABMBLLIEMCSH CMMCKE
Bbl6epuTte nyHkT AppChecker.

OobaBuTh war coopEkn  ~

Il AppChecker
Brlzeate Ant
BrlzeaTtk UgnK Maven eepxHero ypoBHA
BrINONHWTE KoMaHay Windows

L BrINONHWTE KomaHay shell

Ha cTpanuue NpoekTa MosBiTCsd NOAS AAS BBOAQ HOCTPOEK AOCTYMA K
AppChecker.
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AppChecker

URL 127.00.1

Port 11000

Login admin

Password 1
Project name 234
Excluding extensions *
Excluding directories *

Source directory (empty for jenkins default) fimedist

* - can centain multiple parameters, divided by comma

3ANOAHUTE CTPOKM B COOTBETCTBUMN CO CAECAYIOLLLIMMU Tpe6OBGHM9IN\l/IZ

R/
0‘0

0

0

B noAs URL n Port BBeaute IP-aapec n Homep TCP-nopTta Beb-
MHTEPdDEMCA, NO KOTOPOMY AOCTYneH AppChecker;

B MOAS LOogin 1 Password BBEAUTE AOTMH M MAPOAb MOAb3OBATEAS
AppChecker;

B MOAe Project name BBeAMTE MM3 NPOEKTA. AQHHOE UM§ ByAET
oTobpaxaTthca B AppChecker kak Mms NpoekTq;

B MoAe Excluding extensions BBeAnTE PACLLMPEHUI FOAMAOB, KOTOPbIE
OYAYT UCKAIOYEHDI 13 MPOBEPKU. PACLLMPEHUS YKA3bIBAIOTCS €3
macok (“doc”, a He "**.doc”).

B NoAe Excluding directories BBeAMTE MYTH K NANMKAM, MCKAKOYAEMbIM
M3 NPOBEPKMN, OTHOCUTEABHO MAMKM C MCXOAHBIMM TEKCTAMM;

rnoAe Source directory 3anoAHIETCS B TOM CAYHOE, ECAM B MPOEKTE
CYLLLECTBYIOT CLLEHAPUM COOPKM, MCMOAb3YIOLLIME MCXOAHbIE TEKCTbI 13
MCTOYHMKOB, HE YKA3AHHbIX B OCHOBHbIX HOCTPOMKAOX Jenkins. ECAM
TAKME CLLEHAPUM MPUCYTCTBYIOT - BBEAUTE MYTb K MCXOAHBIM TEKCTAM, B
MHOM CAY4HOE OCTOBbLTE MOAE MYCTbIM.

AN HOCTPOMKM KOHJoUTYpAUMKM NPOekToB HA C/ C++, HOXXMUTE HA KHOTKY
«PacLumpeHHbie.

30
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Configuration opticns

Make command make

) none
'® execute command with cppconf_linwe. py
' execute cppconf_monitor

- execute only command

B ctpoke Make command yKaXXmute KOMAHAY COOPKM NpoeKkTa. Huxe
PACMOAOXEH NEPEKAIOYATEADL BbIOOPA CNOCOOOB MCMOAHEHMI KOMOHADI
cOopkM:

** HE MCMNOAb3OBATH;

L)

% MCMOAb30BATb C MOAKAIOYEHUEM YTUAUT AAT CPEADI LiINUX;

% MCMNOAb30BATbH C MOAKAIOYEHUEM YTUAUT AAS CpeAbl Windows;

% MCMNOAb30BATH C MOAKAIOYEHUEM YTUAUT KOHAOUTYPUPOBAHMSA HA
OCHOBE MCXOAHOTO TEKCTA.

Bbl6epMTe OAMH M3 MYHKTOB M HOXMUTE KHOMMKY BHMN3Y CTOAHMLLbI:

— (MpUMEHUTLY, YTOBbBI COXPAHMTbL HOCTPOMKM U OCTATBCH HO CTRAHMULLE;
— (COXPAHUTBY, YTOObI COXPAHUTL HOCTPOMKU M MOKMHYTb CTPOHMLLY.

5.2 Unrerpauus ¢ Cl Teamcity

3anyctute Cl Teamcity. B oTKpbIBLLEMCSH OKHE Opay3epa B MPABOM
BEPXHEM YTrAY BbiGepuTe «Administrationy.

admin|+ Administration Q

) Hide Successful Configurations Configure Visible Projects

Ha oTKpbIBLUEMCS CTPAHMLE BbIDEPUTE MYHKT MeHO Plugins List, LLeAkHuTe
MO HEMY AEBOM KHOMKOM MbILLIN.
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Project-related Settings + Create project »
Projects

Build Time You have 2 active projects with 1 build configuration. You can have a maximum of 20 build configurations (active and archived). ©

Disk Usage

Server Health Filter Filter ) Show archived
Audit
T || X

User Management
Users &3 <Root project> Contains all other projects

Groups » 83 qwe asd
Integrations
Tools

NuGet Feed

Server Administration
Global Settings
Authentication
Nodes Configuration
Email Notifier
Jabber Notifier
Agent Cloud
Diagnostics
Backup
Projects Import
Licenses
Clean-up Settings
Usage Statistics

Plugins List

Ha HoBom CcTparuLe Haxmmte Upload plugin zip.

This TeamCity installation has 95 plugins (including 1 external)
Upload pluginzip | Awvailable plugins

External plugins

Plugin Name Version

AppChecker launcher 0.1
Allows to check source codes by AppChecker

B OTKpbIBLLUEMCH AMOAOTOBOM OKHE HAXXMMUTE KHOTMKY «BbiOepute dpama.
MoSIBUTCA AMAOAOTOBOE OKHO OTKPbLITUY GOAMAQ. HanamTE paHee
3ArPY>XXEHHbIM MAQMMH 1 3ArPY3mMTE €ro HA CAMT, HOXKAB HO KHOMKY “Save’.

Upload File

Path: * /home/sergel BuildServer/plugins

Name: *

File: * Bribepute dhaiin | Dain He BeGpan

Nepe3anycTute areHT c6opku Teamcity.

%2 AppChecker / PykoBozCTBO 10OIb30BaTEIsSI




=3 SwenoH

KOMAMEKCHAR BE30NacHoCTh
3amamnte B AOOU CYLLLECTBYIOLLIMK NPOEKT MAM CO3AAUTE HOBbIM. OTKpOMUTE
CTPOHMLLY MPOEKTA. B MEHIO MPOEKTA LLLEAKHUTE AEBOM KHOMKOM MbILLIM MO
nyHKTy Edit Project Settings B MpABOM BEPXHEM YIAY SKPAHQA.

© | Ul Hide Successful Configurations| Edit Project Settings

Run |...

Mo changes | = 4 months ago (41s)

Ha OTKpbIBLLUEMCS CTRAHMULLE BbIOEPUTE KOHADUIYPALMIO 13 TABAMLBI M
LLLEAKHUTE MO HEW AEBOM KHOMKOM MbILLIN.

Build Configurations (19 lef)
Build configurations define how to retrieve and build sources of a project. @

+ Create build configuration «

Name Build Steps
Build1 Build AKVS, AppChecker plugin

Ha HOBOM CTAHMLLE B MEHIO CAEBA BbiIbEpPMTE MYHKT Build Steps.

General Settings
Version Control Settings
Build Steps 2
Triggers

Failure Conditions

Build Features
Dependencies
Parameters

Agent Requirements

Haxxmmre Ha kHonky “Add build step’” B LLEHTPAABHOM YOCTK SKPAHA.

Build Steps

In this section you can configure the sequence of build step

+ Add build step Reorder build steps

3 BbINAAQIOLLLETO MEHIO BbiDepute AppChecker plugin.

New Build Step: |-
Runner type: AppChecker plugin -
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Korad yCTAQHOBKQ MAPAMETPA 3ABEPLLUMTCS, B TEKYLLEM BKAOAKE Bpay3epda
OTOBPA3UTCH CTPAHULLA C HACTpomKamm AppChecker.

Build Step (2 of 2): AppChecker plugin |~

Make command using type

Runner type: AppChecker plugin >
Allows to check source codes by AppChecker

Step name:

Optional, specify to distinguish this build step from other steps.

Execute step:® If all previous steps finished successfully -
Specify the step execution policy.

Runner Parameters

AppChecker service address: 192,168.5.223 =
Service url orip

Service port 11000 =
Service port
Username: admin =

AppChecker username

Password: seees
AppChecker user password

Project name: tc =
Project name in AppChecker

Source folder (emty for default): =
Source folder on build machine

Excluding extensions: =
Extensions for excluding, divided by *,". Ex: "exe;classzip”

Excluding directories: =
Directory names for excluding, divided by *;". Ex: "bin" will exclude paths "/project’bin/, “/project/bin/lib/, “fproject2/bin” etc.

Make command (if used): make =
Enter here make command ifitis used

Make directory: Jt/medist =
Directory, where make command will be executed

How to use make command: execute command with cppconf_linux. py +

# Hide advanced options

Save Cancel

3AnNOAHUTE CTPOKM B COOTBETCTBMMN CO CACAYIOLLIMMU Tpe6OBOHM9IN\I/II

s B noas AppChecker service address 1 Service port BBeaute IP-aapec
n Homep TCP-nopta Beb-mHTEPGEMCA, MO KOTOPOMY AOCTYMNEH
AppChecker;

% B NoAd Username 1 Password BBEAUTE AOTUH M MAPOAb MOAb3OBATEAS
AppChecker;
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B MOAe Project name BBeAMTE MM3 NPOEKTA. AQHHOE MM§ ByAET
oTobpaxaTtbca B AppChecker kak Mg NpoekTq;

B MoAe Excluding extensions BBeAUTE PACLLMPEHMUS, KOTOPbIE BYAYT
MCKAIOYEHbI 13 MPOBEPKU. PACLLMPEHUS YKA3bIBAIOTCS ©6E3 MACOK
(“doc”, a He “*.doc”).

B noAe Excluding directories BBeAMTE MyTH K MANKAM, MCKAIOHYOEMbIM
M3 NPOBEPKM, OTHOCUTEABHO MAMKM C MCXOAHBIMM TEKCTAMM;

noae Source folder 3anoAHIETCA B TOM CAYHOE, ECAM B MPOEKTE
CYLLLECTBYIOT CLLEHOPMM COOPKM, MCMOAb3YIOLLIME MCXOAHBIE TEKCTbI M3
MCTOYHMKOB, HE YKA3AHHbIX B OCHOBHbIX HOCTPOMKAOX Jenkins. ECAM
TAKME CLLEHAPUM MPUCYTCTBYIOT - BBEAMTE MYTb K MCXOAHbBIM TEKCTAM, B
MHOM CAY4OE OCTABbLTE MOAE MYCTbIM.

B CTpoke Make command yKaXXmte KOMOHAY COOPKKM MPOEKTQA;

B CTpOke Make directory ykaxxmure AMpeEKTOpPUIO, B KOTOPOM ByaeT
BbINMOAHSATbCS KOMOHAQ COOPKM;

B BbinaaQloLLLeM MeHIO How to use make command Bbibepute
Crnocob UMCMNOAHEHUS KOMOHAbBI COOPKM.

Haxmumre “Save’ AA9 COXPAHEHMS PE3YAbBTATA.

NocaAe nHrerpaumm npoekTbl Cl-cuctem, NnoakAtodeHHble K AppChecker,
nosasarca B cpeae AppChecker. O paboTte C NpoOEKTaOMM B CPEAE
AppChecker cm. «PYyKOBOACTBO OnepaTopay rAdBbl 4 - 8.
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6 KOHCOAbHbBIA KAMEHT

KOHCOAbHbIM KAMEHT appchecker-rest-client.jar pacnoAOXeEH B AMPEKTOPUM
cepsmca. Tak >Xe KOHCOAbHbIM KAMEHT AOCTYMNEH AAS CKAYMBAHMS BO
BKAGQAKE «O MpOrpammen.

3anycTuTe KOHCOAbHbIA KAUEHT, MCMOAb3YS CAEAYIOLLLYO KOMAOHAY:

java -jar appchecker-rest-client.jar [napameTpsi]

Bce AOCTYMHbIE NAPAMETObI MPUBEAEHbI B KOHLLE AGHHOTO PA3AEAQ.

3anyck aHaAu3a npoekTa

3anycTuTe aHAAMU3 NPOEKTA, 30ACB CAEAYIOLLIME MAPAMETPSbI:

-i,--input <BxogHas IOuUpPeKTOpPMUsI>

[TOpAMETPOM MOTYT ObITb AMPEKTOPMS, DAMA C PACLUMPEHMEM Tre MAK Zip-
ApxmB. ECAM B KOYECTBE NAPAMETPA 30AAHA AMPEKTOPUS, TO OHA ByAeT
YNAKOBAHA B Zip-APXumB. ECAM B KOYECTBE NAPAMETPA 30A0H JOAMA C
PACLUMPEHUEM tre, TO B ZIP-ApXmB OYyAYT YNOKOBAHBI TE€ OAMAbI, HO
KOTOPbIM OH YKQA3bIBOET.

-n,--name <yuMsi IIpoOeKTa>

MM MPOEKTA YKA3bIBAETCS B KABLIMKAX. MM MPOEKTA MO YMOAYAHMIO —
Project.

-0, --output <BHXOAHAasT OUpPeKTOpPMsI>
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HMANeKCHAA BEI0NACHOCTE
AMPEKTOPUA AAT OTHETOB O NPOBEAEHHOM AHAAM3E. [TpMMep 3anycka
AHOAM3A MNPOEKTA C MMeHeEM Project] npmBEAEH HMXKeE.

java -jar appchecker-rest-client.jar -i C:\Projects\
Projectl\source code.zip
-n “Projectl” -o C:\Projects\ Projectl\Results

YaaneHHe npoeKTa

YAQAUTE NPOEKT, YKA3AB CACAYIOLLME MAPAMETPSI:

-d, --delete

YAQAEHME MPOEKTA.

-n,--name <mMMsi_npoexTa>

M3 MPOEKTA YKA3bIBAETCS B KABLINKAX. MM MPOEKTA MO YMOAYAHUIO —
Project.

[TorMmep YAOAEHUS NPOEKTA C MMeHEM Project] npuBeAeH HMXe.

java -jar appchecker-rest-client.jar -d -n “Projectl”

CnpaBka

AAS MOAYYEHMS CMPABKM BBEAMTE CAEAYIOLLIMIA MAPAMETP:

-h,--help
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Bce AOCTYMHblE NAPAMETPbLI KOHCOAbHOTO KAMEHTA MPUBEAEHDI B TabAMLE

HWXeE.

NapameTp

OnucaHue

-I,--Input <BXOAHOA_AMpPEKTOPUS>

BxoAHQsS AMPEKTOPUA.

-N,—-NamMe <MMA_MNpoeKTa>

Mg npoekTa. Mo ymoadyaHuio — Project.

-0,--0OUtput <BbIXOAHQOA_AMPEKTOPUA>

BbIXOAHOS AMPEKTOPMS.

-d,--delete

YAQAEHME NPOoEKTA.

-h,--help

BbI30B CMPABKM.

-p,--port <nopT1_cepBmca>

MNMopTt cepsmca. MNo ymoadarumo — 11000.

-s,~-server <aApec_cepsuca>

IP AWM AOMEHHBIM aapecC cepsmca. o
YMOAYOHMIO - http://127.0.0.1

-to,--timeout <Bpemsa_tanmmayta>

Bpems TammayTta B cekyHAOX. 1o
YMOAYOHMIO — 30.

-U,--user <mMms_TMOAb30OBATEAI>

M3 NOAB30OBATEAS. [10 YMOAYOHMIO — admin.

-pW,--password <napoAb>

MopTt cepsmca. Mo ymoadanmo — 11000.
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1 Mopaepxka

Bkaaaka «O nporpamme) COAEPRXKUT MHGOOPMALMIO O BEPCUM
AppChecker, MHCDOPMALMIO O AMLLEH3MU, CChIAKY AAS 3ATPY3KM
KOHCOABHOTO KAMEHTA AppChecker, CCbIAKM AAS 3ATPY3KM YTUAUT
KOHQOUIYPALMM U CChIAKY HO OAHK AQHHbIX YIP03 0€30MNACHOCTH
MHdoopmaumm u yassmmoctem MO (PCTIK).

®/AppChecker MpoeKTbl ‘ AOMWHWCTpUpOBaHWe | O nporpamme

AppChecker sepcua 2.4.50 (MpoBepUTb Ha HANUYKWE HOBOW BEPCHUK)
© 2017 AD "HNO "3weno"

TexHUYeCKas NOLLEPHKKA: SUpport@cnpo.ru
CaWT npofykTa: appchecker.cnpo.ru

WHdopmauna o NUUeH3nK

Homep nuueHsun: 12792
Bnageney nuyexann: Infosecurity
Cpok AeiCTEMSA NULEH3NM 0o: 6 ceHTAOpa 2018
MaKcuMankeHoe Yucno npoekTos: 1024
OocTynHele napcepbl: C/C++ Java, PHP, C#

YTUNUTLI, BCNOMOraTenbHbIe CKPUNTBI M MHCTPYKLWK

HacTpoiika napcepa C/C++ (PDF)

KOHCONBHBIA KNHEHT

Mnarvd ana Jenkins/Hudson

Mnarve ana TeamCity

YTMNWTa NOAMOTOBKM KOHUIypawmK cppconf_linux (ANA NpoekTos, cobupatoLyMxca B cpeae Linux)
OOGEpTKa AnA gce/clang (gec_conf.sh)

OO&pTka anA g++/clang++ (g++_conf.sh)

YTUNUTA NOAMOTOBKM KOHMUIYpaLuuMn cppconf_monitor (Ans npoexTos, cobuparnLuxea 8 cpene Windows)
YTUNMTA NOLTOTOBKM KOHDUTYpaLKMK cppeonf_source (KOHMUrypauusa bes cOopku)

CnpaBoyHasn nHdopmMauus

BaHK aHHbIX yrpo3 BE30NacHOCTA HHAOPMALMK U yA3BMMOcTel MO (GCTIK Poccuu)
Common Weakness Enumeration (CWE)

AAf NPOBEPKU AKTYAABHOCTU BEPCUU HOXKMMTE HO CChIAKY «TPOBEPUTL HA
HAAMYME HOBOM BEPCUMY.

%@ AppChecker / PykoBozCTBO 10OIb30BaTEIsSI




=3 SwenoH

KoMANeKcHan BeronacHocTs
AASl NOAYHEHUSA TEXHUYECKOW NOAAEPXKHU OTMPCABLTE DAEKTPOHHOE
MMCbMO HO QAPEC support@cnpo.ru.
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8 [hoccapui

BuptyaAbHas MallMHa

MOAEAb BbIMMCAUTEABHOM MALLIMHbBI, CO3AQHHOM MYTEM BUPTYOAM3ALLUM
BbIYMCAMTEABHBIX PECYPCOB: NPOLLECCOPA, ONEPATUBHOM MAMATH,
YCTPOMCTB XPAHEHMS 1 BBOAQ/BbIBOAQ MHAOOPMALLUM.

locreBas OC

OC, yCTAHABAMBAEMAST HA BUPTYOAbHYIO MALLIMHY.
AedekT Koaa

OLWKMbKA B UCXOAHOM TEKCTE MPOMPAMMBbI, KOTOPAS MOXET NPUBECTM K
YA3BUMOCTM.

KAlo4 nporpaMmmbi

KAKOY, KOTOPbIM MOATBEPXACET NPABO MOAb30BATLCH AppChecker. Katoy
ObIBOET MPONPAMMHBIM C pACLUMPEHNEM WEDD MAM ANMAPATHLIM B BUAE
usb-doaeLku.

KoH¢urypauus npoekra
HacTtpomKka NpoeKkTa AAS NMOBbILUEHMSA KAYECTBA AHAAM3A.

lporpaMmmHasn 3aKrnaAka

CKpPbITHO BHEAPEHHbBIM B CUCTEMY KOA, MO3BOAAMOLLINM 3AOYMbILLAEHHMKY
OCYLLLECTBUTb HECAHKLLMOHMPOBAHHbIM AOCTYT.

Ponb

Habop pa3peLLeHi, COOTBETCTBYIOLLLIMKA TOMY, KOKME AEUCTBMA MOXKET
BbINMOAHSATb MOAb3OBATEAb MAM TPYMNMNA MOAb3OBATEAEM.
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CucreMa ynpaBAe€HUSA BEPCUAMM

MNporpammHoe obecnevyeHme, NO3BOAMIOLLLEE XPAHMTE HECKOALKO BEPCUM
OAHOIO AOKYMEHTQ.

CratMyeCKUM aHanu3

AHOAM3 MPOTPAMMHOIO obecneyeHms, MPOU3BOAMMBbIM BE3 PETAABHOTO
BbIMOAHEHMS MCCAEAYEMbIX MPOTPAMA.

CWE

Common Weakness Enumeration. MpeaAcTaBageTr COO0OM CNMCOK ACCDEKTOB
©e30MAacCHOCTM NPOrPAMMHOIo obecnevyeHms. CWE oxBaTbiIBOET DOAEE
15000 AedekTOB BE30MNACHOCTM U BKAIOYAET B CEOI AETAABHYIO CTRYKTYRY
KAQCCUAOUKALIMM 13 PA3AMYHBIX HOYYHbIX MCTOYHMKOB M MPUMEPOB.

CWE - coBmecTMMOCTb

[MO3BOASET NPOAYKTY ObITb 3QPEMCTPUPOBAHHbBIM B KOYECTBE
odunumaabHoro «CWE-cosmectmmoron. CWE-COBMECTUMMbIM MPOAYKT
AOAXKEH MPEACTABAATb MOAb3OBATEAIM BO3MOXKHOCTb MOMCKA AEdDEKTOB
Bes3onacHocTM B CWE-MAEHTUMAOUKATOPAM M MOAYHEHMSA CBAZAHHBIX C HUAMM
CWE-MAEHTUAOUKATOPOB.
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9 0 KOMNaHWH

AQO «HIMO «3LWeAOH) CNELMAAMIMPYETCH HO KOMMNAEKCHOM ObecnevyeHmm
MHODOPMALIMOHHOM BE30MACHOCTM.

OCHOBHbIMM HAMPABAEHUNAMMU AEATEABHOCTU ABAAIOTCA.

¥ MPOEKTUMPOBAHME, BHEAPEHUE U COMPOBOXKAEHME KOMMAEKCHbIX
cuctem obecnevyeHms MHPOOPMALMOHHOM BE30NACHOCTH;

% CepPTMAOUKALMS, ATTECTALLMSI M AULLEH3MPOBAHME B OOAQCTM 3ALLIMTHI
MHCJpOpMALLUM;

¥ AYAUT MHAOOPMALMOHHOM BE30MACHOCTU OPTOHU3ALMM;

% MPOEKTUMPOBAHME 1 AYAMUT CUCTEM YMPABAEHMA MHADOPMALMOHHOMU
6Ee30MNACHOCTbLIO;

¥ PA3PABOTKA M MOCTABKA ODOPYAOBAHMSA U CPEACTB 3ALLLUTHI
MHQOOPMALLMM, B TOM YUCAE B 3ALLMLLLEHHOM UCTOAHEHMM;

» obecrnevyeHmne TEXHUMHECKOM NMOAAEPXKKN U COMPOBOXAEHUE
MNOCTABASEMBIX PELLIEHMM, CUCTEM U MPOAYKTOB;

% MCNbITAHMSA, SKCMEPTU3bI, MCCAEAOBOHMI B OBAACTHM BE30MACHOCTH

MHADOPMALLMM.

boAaee AETAABHYIO MHADOPMALMIO O KOMMIOHUM Bbl CMOXETE HOMTM HO
caute npo-echelon.ru.
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[IpuroxeHue

AKTMBaLUA AMLIEH3UH
YcraHosute 1 3anyctmte AppChecker. boaee noaApobHas MHApopMALMS
COAEPXMUTCA B TAOBE 3 HACTOSLLLETO PYKOBOACTBA.

3arpysure NporpaMMHbBIM KAIOY C pacLUumpeHmnem wbb. NocaAe 3arpyskm B
BeO-MHTEPOEMCE BAM DYAET MOKA3AH KAKY MHCTAAAILLMM.

OTNPABLTE KAIOY MHCTOAAILMM HA support.appc@npo-echelon.ru.

@ippChecker = Ru-

JInueHsus He HailgeHa

Ecnm y Bac nMeeTcA NPOrPaMMHBIA KIioY, TO 3arpy3nTe ero:

NG CEGET Il MY NepEMECTUTE Main Ha (MopMy

5 SLLEAOH  AppChecker © JAO "HIIO *Duenon’ hitp://cnpo.ru

TeXHNYECKaR NoAGEPHKa: SUPPOr@cnpo.ru
B OTBET Bbl MOAYHUTE KOA AKTMBALLMMN.

BBeAUTE KOA AKTUBALLUU L1 HOXKMUTE (AKTUBMPOBATH).

7
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